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Abstract-6LoWPAN (IPv6-based Low-Power Personal Area Networks) link layer is an adaptation layer between Data 

Link and Original Network layer which becomes a part of network layers, but only with specified network layers. It is used 

to link High power layers and low power layers. IPv6 allows only packet size of 1280 bytes. As this is impossible to handle 

in the 127 bye MTU of IEEE 802.15.4 standard, so 6LoWPAN defines a fragmentation scheme to allow such packets. It is 

a low powered network layer. 6LoWPAN routing is basically divided on the roots of routing decision taken by the 

adaptation layers or network layer. Internet Engineering Task Force (IETF) implies IPv6 over LoWPAN as methodology 

in the implementation of TCP/IP protocol in WSNs. 6LoWPAN technology is a burning field in network era as various 

routing protocols can be used in association with this technology.This paper features IoT protocols that are working at 

various layers of network protocol mesh and depict the conventions offered by Internet Engineering Task Force (IETF) 

and other standard associations. 
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I.  INTRODUCTION 

Internet of Things (or IoT) at the moment has become a buzzword due to its wider application in various activities of daily 

life. One can understand the Internet of Things as a concept wherein we connect devices with internet. This ultimately results 

in a massive network. As a result, it is getting widely used among academicians and industries. Smart mobile phones 

connected to internet, micro computing are some of the IoT enabled technologies. The gadgets which are using the IoT 

technology start acting cleverly. This technology enables the gadget to impart and organize with others with final objective in 

mind and finally decides on a choice. IoT change things from detached to dynamic and universally conveying and teaming up 

to settle on choice amid the basic circumstance. Though IoT became significant due to multiple fundamental technologies, it 

also impose certain challenges. Hence there is a need of developing standard and specialized communication protocol 

specific to IoT. 

Therefore 6LoWPAN which is based on IPv6 (Low-Power Personal Area Networks) link layer is an adaptation layer between 

Data Link and Original Network layer is proved to be very useful in connecting of things relating to IoT [2]. 6LoWPAN 

(IPv6-based Low-Power Personal Area Networks) link layer is an adaptation layer between Data Link and Original Network 

layer which becomes a part of network layers, but only with specified network layers. It is used to link High power layers and 

low power layers. IPv6 allows only packet size of 1280 bytes. As this is impossible to handle in the 127 bye MTU of IEEE 

802.15.4 standard, so 6LoWPAN defines a fragmentation scheme to allow such packets. It is a low powered network layer. 

6LoWPAN routing is basically split on the roots of routing decision taken by the network layer which is also called 

adaptation layer. Internet Engineering Task Force (IETF) implies IPv6 over LoWPAN as methodology in the implementation 

of TCP/IP protocol in WSNs. 6LoWPAN technology is a burning field in network era as various routing protocols can be 

used in association with this technology. 

Internet of Things (IoT), a vast growing concept in the web world, by which all the machines are connected with the internet 

and can be operated remotely, is becoming the key source of the world economy. But it just doesn’t functions like that. It 

needs various types of things like sensors, actuators and linking networks which triggers the machine operations and sense 

the condition of the machines and passes the signals through these networks.. To send those signals from a far place, there are 

various Network Protocols required to execute the complete operation. Without these Network Protocols it is impossible to 

conduct and integrate machines and man with each other throughout the world. These protocols work at various layers of 

network protocol hubs and obey the rules of Internet Engineering Task Force (IETF) and other standard associations. 

6LoWPAN mesh network application has become the key layer in all these networks compatible with IEEE 802.15.4 

standard. 
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II. LITERATURE REVIEW 

6LoWPAN is a network layer compatible with IEEE 802.15.4 with the specialty of low computational power, less memory 

build up, low bite rate, short range signal sender and has very low cost. It is used in ZigBee for communication protocol 

related to Medium Access Control (MAC) and Physical (OHY) layer [1].LoWPAN devices connect real world applications 

and their sensors with wireless application with the physical working surroundings. These types of protocols are used by non 

IP network layers in Zigbee like applications, where TCP/IP protocols are not used. As there is more node activity in these 

sensor networks, they may require connecting to Internet with the help of Internet Engineering Task Force (IETF) [2]. 

6LoWPAN puts an adaption layer over the IEEE 802.15.4 link layerso that packets of information can be fragmented and 

gives WSN node the IP communication capabilities [3].According to Chowdhary et al. [4]as node capabilities are very 

limited, 6LoWPAN routing protocol is very sensitive and is divided according to the layer decisions. The Internet 

Engineering Task Force (IETF) has introduced 6LoWPAN standard in order to achieve IPv6 enabled low power 

communications. Z-Wave, a proprietary solution[5].A working group was formed in 2005 called 6LoWPAN for enabling 

IEEE 802.15.4 and IPv6 working in association with each other to make successful IP enabled low power network for small 

devices including sensors and controllers. The mechanism for combining IP and WPAN technologies is well defined in IETF 

RFC 4944. 6LoWPAN in association with IPv6 were analysed by the authors to manipulate home appliances and it were 

found very useful in this regard [6].The scalability is much more affected while selecting routing protocols and 6LoWPAN 

mesh network supports high scalability[7].6LoWPAN has many features like supporting 64 and 16 bit addressing targeted 

low power networks as Bluetooth low energy, IPv compression header based and UDP headers, and also it addresses 

neighbor discovery, network auto configuration, broadcasting, supporting the concept of fragmentation. Therefore 

6LoWPAN is very suitable protocol for IoT based applications[8]. The 6LoWPAN protocol gives IPv6 identity to things 

which have no identity. This network analyses packets which are incorporated into the IEEE 802.15.4 network 

layer.Kashinathan [9] demonstration presents the modification of original open source code to incorporate an improved event 

monitoring system.They add the potential of the IDS detection architecture.The 6LoWPAN conceptiongenerated from the 

basic that Internet Protocol is feasible to be applied even to the smaller devices and consume low power, but with a limited 

processing capability and thus participate in the IoT easily. In this technology enclosing and header compression mechanism 

permits packets of IPv6 to be sent and received through networks dependent on IEEE 802.15.4 [10].According to Petrie 

[11]6LoWPAN supports IPv6 and is wireless PAN using low power and large scale network. This is used to connect router to 

forward the data to the next layer or link with the help of 6LoWPAN gateway with the help of IPv6 domain and thus the data 

is forwarded to its correct place. In IPv6 there is enough address space to identify whatever things we require from the world.  

III. 6LOWPAN 

IPv6 packets can be moved effectively because of 6LoWPAN which applies IPv6 on Low-Power Wireless Personal Area 

Networks. Applications of Internet of Things (IoT) has now abundant options due to the technology incorporated in them of  

Low-power, IP-driven nodes and mesh network. IP-based infrastructure takes full advantage of IP technology development 

as it uses an end-to-end communication 

Internet Engineering Task Force has declared 6LoWPAN as an open standard by defining it very well. A dominant 

characteristic of 6LoWPAN is initiallyvisualized to support IEEE 802.15.4 low-power wireless networks and it is now being 

used in many network media. 

A)6LoWPAN network architecture 

Figure 1 shows an IPv6 network, including a 6LoWPAN mesh network. The uplink to the Internet is handled over the Access 

Point. Numerous devices are connected to the AP. The 6LoWPAN network is connected to the network using an edge router 

which handles the following actions: 1) the data transmission between 6LoWPAN devices and the Internet; 2) local data 

transmission within the 6LoWPAN; and 3) the radio subnets generation and maintenance. 6LoWPAN networks use IP 

routers to connect to other networks by communicating IP.  

 6LoWPAN networks will operate on the edge, performing as stub networks. One 6LoWPAN network may be connected to 

other networks through one or more edge routers. Connectivity to other IP networks can be provided through any arbitrary 

link. 6LoWPAN specifies operation of IPv6 over the IEEE 802.15.4 standard and edge routers support IPv6 transition 

mechanisms to connect 6LoWPAN networks to IPv4. 
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Figure 1: An IPv6 network with a 6LoWPAN mesh network 

 

As edge routers advance datagram's stationed at the network layer application-layer state are not maintained. Network 

architectures like ZigBee, Bluetooth or patented networks needstateful and multifaceted application gateways connecting to 

IP-based networks. The application gateways should understand all application profiles that are going to be used in the 

network, and any alterations to application protocols on the wireless nodes should be added -on by alterations on the 

gateway. In distinction, IP-based border routers, remain uncertain to application protocols utilized in the 6LoWPAN. This 

reduces the burden exerted the edge router, thus paving the way for embedded devices to operate at lower cost by running 

simpler software along with hardware which are not very much complex. 

 

B) System mesh 

6LoWPAN is an adjustment layer amid the IP mesh and the system layers. It empowers datagram's transmission over radio 

connections. Communications systems utilize an arrangement of benchmarks to organize information and control the transfer. 

The widely recognized model is the Open Systems Interconnect (OSI) model. Figure 2 indicates mesh utilized as a part of 

IoT gadgets. 

 

Figure 2: Typical mesh used in IoT devices 
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Signals are converted into data bits by the physical layer and then transmitted and received.Detecting and correcting of errors 

ensures the data link layer  responsible for reliable link amid two honestly connected nodes that can likewise occur during 

transmission and receiving. The media access layer (MAC) enables access to the media, which is situated in DL layer and 

also deals with data framing. 6LoWPAN contains the MAC layer in the form of IEEE 802.15.4. The network layer addresses 

and routes data through the network, the networking protocol is responsible to assign an IP address to all devices to carry 

packets from one to another IP. Communication sessions are established between applications generated by the transport 

layer. Concurrently the transport layer permits multiple applications to establish their own communications channel. 

Protected transport layers are comprised of TLS running DTLS andTCP,that is based on UDP. The application layer is 

accountable for formatting of data. 

  C)6LoWPAN adaptation layer 

Adaptation layer is oftentimes utilized for sending information over MAC and PHY layers.Header compression, by taking 

into account the more use of normal fields packs the 40-byte of IPv6 headers and 8-byte of UDP headers. In this process 

Header fields after deriving from the link layer they are omitted. Stateless auto configuration is the process where IPv6 

address are generated automatically for devices inside the 6LoWPAN network.The key concept of the 6LoWPAN is to utilize 

stateless or shared environment compression to omit header fields. Thus all headers can be compressed down to a few bytes. 

The 6LoWPAN omitsreplicated information that can be drawn from other layers. 

 D) Header formats 

6LoWPAN utilizes piled headers and, similar to IPv6 extension headers. 6LoWPAN headers classify the functions of each 

sub-header i.e. fragmentation, header compression and mesh addressing. Mesh addressing provisions forwarding of layer-two 

and fragmentation provisions the transmission of IPv6 MTU. The header format is described according to the header type 

used. The fragmentation header is omitted for packets that fit in a single piece of  IEEE 802.15.4 framework. The three fields 

residing in the fragment header are datagram size, datagram tag and datagram offset. The length of fragment header for the 

first header is 4 bytes and for all consecutive headers it is 5 bytes. The mesh address header forwards the packets of multiple 

jumps within a 6LoWPAN network. The mesh address header is composed of three fields i.e.jump limit, source address and 

destination address.  

 E) Routing 

By the process of routing data packets are sent from one device to another, many times to multiple devices, depending on 

where the routing mechanism is situated on the layer, two categories of routing have been described of which one is mesh-

under and the other one is route-over. Mesh-layer uses the layer-two (link layer) address (IEEE 802.15.4 MAC or short 

address) in forwarding of data packets. On the other hand route-over makes use of layer three (network layer) addresses (IP 

addresses). 

 

 

 Figure 1: route over and mesh under packet forwarding 
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IV. CONCLUSION 

6LoWPAN gateway with the help of IPv6 is a very strong instrument to connect wireless network without the use of IP 

addresses. Only when the WSN requires to be connected to far away networks, then it is uses Internet IP from outside to 

connect to far reaching networks. Thus this is very important layer used between other layers likeData Link and Original 

Network layer in the IEEE 802.15.4 standard format, which connects things in the Internet of things (IoT) with each other 

and also by taking help of IP addresses of Internet connects remotely connected networks and thus making feasible the 

operations of machines throughout the world. Zigbee also uses this kind of layer as it maintains IEEE 802.15.4 standards.  
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