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Abstract— There are plethora of tools and techniques utilized by network administrators to ensure better network
security including firewalls, Intrusion Detection/ Prevention Systems, Multi-layered Demilitarized zones, proxy
servers, traffic analysis tools, logging capabilities etc. Vulnerability assessment still holds a critical role to evaluate the
deployed security and suggest mitigation measures for the concerns. Penetration testing is a step further that emulates
the attacker actions to completely exploit system services. It generates a snapshot of actual impact on network when
the multiple vulnerabilities are exploited. Pen testing has provided a new dimension to network security and its
deployment. BackTrack Linux as well as Kali Linux has numerous tools to assist in the process of penetration testing.
This paper provides an overview of essentials of penetration testing and password cracking along with experimental
results.
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I. INTRODUCTION

The security hazards for organizations, associations, and agencies that work with delicate information are more than
obvious. As a rule, these organizations are not ready to comprehend the augmentation of the genuine complex
correspondence structures and have only a next to zero control of them. Besides, these dangers are significantly greater
when applications that keep running on their processing infra-structures are contemplated. The dangers that are not
controlled may expand the magnitude of security assaults that can turn out to be enormous money related misfortunes.

For the most part, security can be ensured by some insurance components: prevention, detection and reaction
techniques[1]. Preventive action is the way toward attempting to prevent gatecrashers from accessing the assets of the
framework. Detection happens when the attacker has succeeded or is in the procedure of accessing framework. At long
last, reaction is an eventual outcome instrument that tries to react to the disappointment of the initial two systems. It works
by endeavouring to stop and additionally avert future harm or access to network infrastructure. In any case, evaluating the
security state is nonstop and important errands to comprehend the dangers there exist. This evaluating is typically
performed through security tests[2]. In this way, the utilization of the correct systems for security testing is a critical
assignment to limit the current security hazards in any enterprise [3].

One of the known structures to survey the condition of security and potential security dangers is called penetration test
(Pen-test). Pen-test is a controlled provisional to infiltrate into a framework or system with a specific end goal to recognize
vulnerabilities. Pen-test applies similar methods that are utilized as a part of a normal assault by a programmer. This
option permits that suitable measures are taken keeping in mind the end goal to dispense with the vulnerabilities before
they can be investigated by unapproved individuals [4].

The paper is further organized as follows: Section Il explains different approaches to penetration testing and their required
process/tools. Section 11l presents implementation results of penetration testing along with password cracking using
dictionary /database keywords. Section IV concludes the results and findings.

Il. APPROACHES TO PENETRATION TESTING

The procedure to apply penetration testing can be an approach to assess the security level of a framework. The more
vigorous the Pen-test is, the deeper is the assessment of the shortcoming/quality of security framework. Penetration testing
can be categorized into white box, black box and gray box testing [5] .It can be performed manually, automated or in a
combination of manual and automation testing. Tools used by automation testing include NMap, Nessus, Wireshark,
Veracode and Metasploit [6].Following sequence of operations is applied to perform penetration testing[2][7][8]:
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A. Reconnaissance-Reconnaissance is the systematic approach where you attempt to locate and gather information
on your target; others may refer to this part as ‘foot-printing’. The techniques involved in foot-printing include,
social engineering (great fun), internet research and ‘Dumpster-Diving’. Some of the open-source and free tools
that can be used for this purpose are- nslookup, traceroute, ping, wois, google and social networking. Nslookup is
an awesome tool to use when using Kali and is used to resolve a fully qualified domain name into an IP address.
Traceroute is a great tool for seeing where your ‘ping’ goes before it hits the system you are actually trying to
ping, it displays the path between you and your target. Traceroute is a great tool for seeing where your ‘ping’
goes before it hits the system you are actually trying to ping, it displays the path between you and your target.
Whois provides information on the owner of the domain itself with information like, server addresses, phone
numbers, owners name, owners addresses. Google is the best source for finding information on a company and
can give you all the open source information that you could wish for. Social media (Facebook, LinkedIn, Twitter,
etc.) is an absolute gold mine for information and great way to launch spear phishing campaigns against personal
targets at the targeted company. The vast information collected from these tools can be used to craft legitimate
looking phishing attacks.

B. Vulnerability and Risk Assessment-Based on the data collected via first step, security weakness in the target
system can be identified with ease. This helps penetration testers to launch attacks using identified entry points in
the system.

C. Actual Exploitation-This being the crucial step, it requires special skills and techniques to launch attack on target
system. Experienced penetration testers can use their skills to launch attack on the system. Password cracking[8]
is also a way to penetrate into system or exploit the system.

D. Post-Exploitation —In this phase [1], we will learn to exploit our targets further, escalating privileges and
penetrating the internal network even more. Meterpreter scripts which is the heart of this chapter, makes the post-
exploration phase quite easier. Meterpreter contains many built-in scripts written in ruby; we can also add and
modify Meterpreter scripts based on our requirements or just for exploration.

E. Analysis and reporting- This phase gathers the facts and the extent of impact on network. Finally, penetration
testing reports can be prepared to provide insights to the management about the severity of security weaknesses
and their impact on business loss.

I1l. RESULTS
A. Password Cracking

With this type of Attacks, Hackers create a database including possible passwords used by clients, Facebook account
names, Dictionary words with combination of numbers and special characters. A command is run to discover Access
points or available networks details of devices as shown in Fig 1.

File Edit View Search Terminal Help

Fig. 1 Capturing Information of a Device within a Network
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The handshake between the device and another device is then captured as shown in Figure 2.

Applications ¥ Places ¥ [ Terminal » Wed 16:40
root@kali; ~ (-NcN]
File Edit View Search Terminal Help

CH 1 ][ Elapsed: 8 mins ][
PWR RXQ Beacons
-41 100
STATION PiR Lost  Frames Pr

EO:CA:94:4E:74:00 -36 ] 10888

Fig. 2 Capturing the Handshake

A script is run and if the password matches with any of the set of strings in the database, the password can be found as
shown in Fig. 3.

Applications v Places v [ Terminal = Wed 16:40
root@kali: ~ [- M- N]

File Edit View Search Terminal Help

Transient

EAPOL HMAC

Applications ~ Places v [ Terminal ~

File Edit View Search Terminal Help
jig-@1.kismet .

Aircrack-ng 1.2 rc3

Fig.4 Results of Password Cracking
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B. Penetration Testing

Vulnerability Scanning was done as part of the penetration test. This was implemented on a Kali Linux platform. A
series of open ports, network distance, operating system details, NetBIOS name, workgroup name and authentication level
of the system can be captured as in figure 5.

Terminal o0 e

100
at 2016-04-08 17:22 15T

[*] Nmap: Nmap scan report for 192.
[*] Mmap: Host is up (0.012s latency
#] Nmap: Not shown: 991 closed ports

*] Nmap: PORT STATE SERVICE VERSION

#] Nmap: 135/tcp  open msrpc Microsoft Windows RPC

#] Mmap: 139/tcp  open netbios-ssn  Microsoft Windows 98 netbios-ssn
#] Nmap: 445/tcp  open microsoft-ds Microsoft Windows 10 micrescft-ds
#] Nnap: 2865/tcp open http Microsoft HTTPAPT httpd 2.0 (SSDP/UPAP
*] Nmap: 49152/tcp open  msrpc Microsoft Windows RPC

[*] Nmap: 49153/tcp open msrpc Microsoft Windows RPC

[*] Nmap: 49154/tcp open  msrpc Microsoft Windows RPC

[*] Nmap: 49155/tcp open msrpc Microsoft Windows RPC

[*1 Mmap rpc Mic rosoft Windows RPC

[*] Nmap 1C:3E:84:02:69:F3 (Hon Hal Precision Ind.)

[*] Nmap weral purpose

[*] Nmap: Running: Microsoft Windows 7|2608]|8.1
[*] Nmap: OS CPE: cpe:/o:microsoftiwindows_7::- cpe:/o:microsoft iwindows_7::spl cpe:/o:microsoft :windows_server_2008::spl cpe:/o:microsoft iwindows_8 ¢

- SP1l, Windows Server 2008 SPl, Windows 8, or Windows 8.1 Update 1

L etBIOS name: ROMIT, NetBIOS user: =unknown=, NetBIOS MAC: lc:3e:84:02:69:f3 (Hon Hai Precision Ind.)
Nmap : discov:
Nmap : ndo
Hmap : S : cpe:/oimicrosoft iwindows_8::
Nmap computer name: ROHIT
Workgroup: WORKGROUP

_ System time: 2016-84-G8T18:24:37+81:00

smb-security-mode:

account_used: guest

8 Pro 9200 (Windows 8 Pro 6.2)

garous, but dafault)
MBVZ protocol

Fig. 5 Nmap Results

Figure 6 is a check to show the results from the scan are stored in the database.

Applications v Places v ] Terminal = Fri17:32
Terminal [-NoN+]
File Edit View Search Terminal Help

host port proto name state info
180.150.156.33 53 tcp domain open MikroTik Router0S named or OpenDNS Updater
180.150.156.33 80 tcp http open
180.150.156.33 443 tep https open
180.156.156.33 3128 tcp squid-http open
180.150.156.33 8080 tcp http-proxy open
192.168.0.100 135 tep msrpec open Microsoft Windows RPC
192.168.0.108 139 tcp netbios-ssn open Microsoft Windows 98 netbios-ssn
192.168.0.108 445 tcp microsoft-ds open Microsoft Windows 10 microsoft-ds
192.168.0.100 2869  tcp http open  Microsoft HTTPAPI httpd 2.0 SSDP/UPnP
192.168.0.100 49152 tcp msrpc open Microsoft Windows RPC
192.168.0.108 49153  tcp msrpc open Microsoft Windows RPC
192.168.0.1008 49154  tcp msrpc open Microsoft Windows RPC
192.168.0.100 49155 tcp msrpe open  Microsoft Windows RPC
0.180 tcp Microsoft Windows RPC

1 P tor

Fig. 6 Results as shown in Database

IV. CONCLUSIONS

The pertinence of the penetration testing (Pen-test) is clear from the perspective of network and application security.
This area has been generally focused by analysts of testing and security, essentially since the quantity of imperfections and
vulnerabilities has expanded in the most recent years. This paper concentrated on performing the Penetration testing using
nslookup, Nmap, Metasploit tool and password cracking hacks. It was conceivable to reach a few inferences on how some
of the unattended issues in network settings and security can be utilized to perform scans, examining, pre-intrusion,
hacking and post-attack consequences. From that, the outcomes can assist analyzers with defining, inside their testing
extension, better security controls. In this way, a proposed set of suggestions would address the qualities and confinements
of the models and furthermore would give an adaptable, dynamic, and numerous exercises decisions, steps, and different
viewpoints intrinsic to a penetration testing approach.
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