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Abstract— Emerging Internet technologies fetch high demand to provide secure data during the communication
process. For this purpose, the steganography approach plays an imperative role in the world. Steganography is
basically the art of hiding useful secret data in the cover media, such as images, audio or video. Consequently, it
allows protected communication without any information to any unintentional user. There are different researchers
already proposed own idea about the data hiding techniques but the quality of secret data is degraded and need to
improve the quality. In this paper, a comparative analysis of various stegno-techniques along with the advantages and
disadvantages are discussed. The process of image steganography is also described along with an example.
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I. INTRODUCTION

In the era of modernisation, the internet showers great expediency to express bulk amount of message in various
regions of the globe. Nevertheless, the security and the safety of long-distance communication still remains an issue to be
taken care of [1]. To channelize this problem, the developers incorporated the technique of steganography. The word
steganography is the combination of two words “Stegos and Graffia” which is derived from the Greek words [2]. The
word stego means to cover and the word graffia means to write [3]. In image steganography, the data is kept undisclosed
in the image by using the encoding/embedding process. The steganography approach helps to transmit information such
as audio, video and images in a secure manner [4].
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Fig. 1 Steganography process

Figure 1 represents the general progression of steganography. Here, the image of “Lena” is considered as a cover
image which is passed to an encoder and in this particular section the secret image is added [5]. The output image
obtained at the encoder is known as” Stego image” [6]. This stego image is inculcated to the communication channel. At
the receiver section, a decoder is employed to extract the original image from the secret image and hence at the output of
the decoder, the original image is obtained [7].

The prime aim of steganography is to sustain minimum error differentiation between the stego and genuine image so
that the quality of an image can be maintained high and does not get distorted [8]. This is possible by using different data
hiding techniques such as LSB (Least Significant Bit), DCT (Discrete Cosine Transform), DWT (Discrete Wavelet
Transform) and SVD (Singular Value Decomposition) [9].

Communication
Channal

A. Classification of Image Steganography Techniques

There are number of steganographic approaches that can be utilised to hide information in a communication medium.
The stego images can be categorized mainly into two classes: spatial domain and frequency domain schemes that can
further be sub-divided as given below [10].
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The original information is hidden using Text, image, audio and video information as cover data. In Text
steganography, the unique text is hidden over other text information [11]. In image steganogrpahy, the original
information can be covered using an image. The audio and video steganography are difficult stegno techniques as the
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Fig. 2 Classification of Steganography Methods

human being is capable to identify a minute variation in the audio and video quality [12].

TABLE |
DESCRIPTION OF IMAGE STEGANOGRAPHY METHODS
Types and IMAGE
Subtypes STEGANOG DESCRIPTION
RAPHY
METHODS
1 Spatial LSBs are used for encoding.
Domain It is the simplest method.
Steganography | The information is kept secret by small changes in the image’s pixel which is not seen
[13] by viewers.
Examples of this technique are LSB and Matrix embedding techniques.
1.1 LSB matching | Itis an enhanced version of LSB replacement.
[14] Detection process is difficult as compared to LSB replacement.
1.2 Matrix The original image is modified by using an error correction code.
embedding The efficiency is high
[15]
2 Frequency The images in the JPEG file format are used.
Domain The size of Jpeg. Images are small hence it is the most commonly used technique.
Steganography | The compression of JPEG images is done in different steps:
[16] RGB to YUV conversion. Here Y, U and V represent brightness, chrominance and
colour respectively.
Apply DCT
quantization and Huffman coding is applied to the DCT image.
2.1 DCT [17] Convert the image from special domain to frequency domain.
In the frequency domain, the image is sub-divided into different sub-bands as per their
quality levels such as Low, medium and High.
2.2 DWT [18] The information is saved in the wavelet coefficients, this helps to disclose signal
aspects such as discontinuities, breakdown points etc.
It divides the image into two bands namely High and Low.
The low-frequency components are again divided into two subparts: High and Low.
Masking and This is mostly applied to grayscale images.
Filtering [19] The information is hidden by using watermarks on the image.
It works on the image areas being not affected by the noise.
The robustness is higher than LSB modification.
The major disadvantage is that it only works on grayscale images

This paper is organised as follows: Section I, includes the description of steganography process, classification
techniques of steganography along with different approaches to make secure and successful communication. In section
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I1, the work done by various authors in the field of steganography with their props and cons are provided. At last, the
crux of the survey paper followed by references is given.

Il. RELATED WORK

In this section the state-of —art of different existing approaches in the field of image Steganography technique is
provided along with their advantages/disadvantages, proposed work, proposed techniques, outcomes and parameters

used.

TABLE 111
COMPARATIVE ANALYSIS OF EXISTING TECHNIQUES IN THE IMAGE STEGANOGRAPHY PROCESS
REFERENC PROPOSED TECHNI | ADVANTAGES/DISADVANT OUTCOMES MEASURED
ES WORK QUES AGES PARAMETERS
USED

[20] Presented an edge LSB (least | The aim of this technique is to The edge Accuracy
adaptive method significant | select the secrete message size adaptive
using LSB (least bit) and the variation between the two | technique
significant bit) in successive pixels in the ‘cover performs better
image stenography. image’. than individual

high security. LSB technique.
The maximum
accuracy
obtained for the
proposed work
is 83.24 %.

[21] Proposed an DCT along | Provide security The average PSNR and MSE
integrated approach OTP Lossy compression along with value of PSNR
of steganography lossless compression and MSE are
used in DCT along Robust 51.122 and
with cryptography 0.5023
approach. respectively.

In cryptography,
OTP (one-time pad)
algorithm is used for
the encryption
/decryption process.

[22] Presented an image AES Higher imperceptibility The average PSNR, MSE and
steganography (advance Increase the image quality value of PSNR, | NCC
technique in which encryption MSE and NCC
the top-secret image standard) obtained are 50,
has been encrypted and Haar 6 and 0.995
by means of AES discrete respectively.

(advance encryption wavelet
standard) and then transform
used “Haar discrete

wavelet transform” to

hide the secrete

image.

[23] In this paper, the Haar High capability of hiding data The capacity Imperceptibility
authors used “Haar discrete Highly resistive towards upto 75% has (PSNR), entropy,
discrete wavelet wavelet statistical attacks. been acheived. MSE and capacity.
transform” and the transform Random key has been used to
information has been increase the security of the text.
covered in the Highly imperceptible
frequency domain.

[24] Proposed a chaotic DCT Minimum of perceptual quality The average SSIM (structure
map in the DCT The information has been value of PSNR similarity index),
domain in the extracted from the cover image approximately BER (bit error rate)
steganography with high accuracy equal to 35.987. | and Normalized
technique. The effect of attack has not been correlation (NC)

considered

[25] Proposed a new LSB The images are robust to RS The average MSE, PSNR and
steganography insertion steganalysis. value of MSE, SNR
method based on an method The secret data embedding PSNR and SNR
LSB insertion and capacity is more than the classical | obtained
method and contrast histogram | LSB insertion approach. are0.0126, 46.28
stretching image Do not identify the secret data. and 40.29
histogram respectively.
modification
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[26] Proposed a new LSB Reliability is high using stage key | High-quality PSNR and payload
technique to provide | method and logistical map. data embedding | capacity
secure with a at secure
communication viaa | secret key commutation.
new image and Even with
steganography using logistic maximum
LSB method with a map payload
secret key and capacity
logistic map for (29127)data
generating random stored.
numbers. Higher (55.91)

PSNR than
other existing
techniques

[27] Proposed a wavelet GPS based The average PSNR and NCC
transform based inverse Image qualtity incresed by finding | value of PSNR
steganography wavelet the correlation between the stego | and NCC are
technique in transform image. 55.07 and 0.99
combination with Robust respectively.

GSP (graph signal Better visible quality
processing) followed

by alpha blending

algorithm.

[28] Proposed a new DCT More capacity and better The PSNR of PSNR
scheme for image approach invisibility. the obtained
steganography that is Huffman encoding helps to stego image is
based on the block increase the security of image high (44.33).

DCT. In this paper, from the external attacks.
DCT approach has

been used to convert

genuine image blocks

from spatial domain

to frequency domain.

[29] Presented a LSB This approach cannot be applied Higher bit rate Accuracy
steganographic to grayscale images. using RS
technique for Steganalysis
identifying LSB The accuracy up
embedding in 24-bit to 70 % has
colour images. been obtained.

[30] Constructed a new DCT SVM is a binary classifier that is The detection Detection accuracy
multi-class JPEG feature used to classify only two types of | accuracy using
steganalyzer with sets and data. SVM up to
markedly enhanced SVM There are number of parameters 97.86% has
performance. that must be satisfied to achieve been achieved.

The dimension of the better classification.
23 DCT feature sets

has been reduced by

using Markov

technique.

SVM has been used

as a classification

technique.

[31] Presented an Image DCT It helps to hide the patient’s Using clustering | Detection rate
steganography (discrete information. approach, high
approach on the Cosine anti-steganalysis
medical images using | transform) performance
DCT (discrete Cosine achieved.
transform) technique. The detection

rate upto 0.195
has been
obtained

[32] Proposed a threshold | LBP Comparison between two The TLBP TLBP perform
LBP technique which | technique approaches namely SRM technique better than the other

is the enhancement of
the LBP method
applied to endure
images.

(Scheme spatial rich model),
LBP-HIST approach with the
(TLBP) approach has provided.
More flexible than the other two
techniques

The simulation process is
complex

performs better
when analyzed
under different
steganographic
conditions.

two techniques
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[33] Used an “LSB” LSB The sending image is properly HIS colour MSE, PSNR, SSIM,
technique that has merged with the cover image, space have NCC
been applied to three with zero visual difference. better results
various colour HIS colour space is more than other
images. susceptible to attack. colour space

techniques

[34] Proposed DCT in DCT in Provide a secure communication The secret The BER in the
combination with combinatio | It can effectively resist the information is presence of attack
latent Dirichlet n with detection of the existing hidden through has been measured.
allocation scheme to | latent steganalysis algorithms. the mapping
enhance the Dirichlet rules, and the
toughness of the allocation cover images
stego-image. scheme are not modified

[35] A novel software LSB Useful to hide the payload code Dubious results | The similarity index
concept has been image utilized by the malware and have been
introduced which is steganogra | viruses. obtained if
designed to allow the | phy Unreliable and inconclusive effort | steganography
digital forensics has been detected. is suspected.
professional to
clearly identify and
attribute instances of
LSB image
steganography by
using the original
cover image in side-
by-side comparison
with a suspected
steganographic
payload image.

[36] Proposed a novel generative high capacity Practical and The histogram of
coverless image model More security and reliability. can be used in the resultant image
steganographic No secret information has been image and secrete image
method on the basis added therefore the designed steganography distribution has
of the generative model is simple. and image been represented in
model. defence system. | graphical form

The produced
images and the
hide images are
similar and the
difference is
negligible.

[37] Presented a “Binary Binary Used “flipping position based High statistical The pixels
image image optimization technique” that security with generated by the
steganographic” steganogra | decreases the inter-pixel good visual stego image are
scheme that has been | phic interference. quality more and hence the
used to produce stego quality of the image
image with high is increased.
visual quality.

[38] Presented an LSB LSB encoding has been used to The security has | When encryption
encryption method encoding hide the text inside an image. been increased method used along
along with The data has been hidden inside using with cryptography
cryptography and the images that are used in cryptography technique, the
steganography used different image formats (Png., and system is highly
to hide text. Tiff, Jpg., Bmp. Etc). steganography secure
The text message has in combination.
been hidden inside
the image.

[39] This paper provides LSB Improve the confidentiality of To increase the PSNR, SNR, MSE,
an overview of the data and secure communication. security of the SSIM
stenography. The main disadvantage of LSB is | system

that it is not robust and very password has
sensitive to any type of filtering. been embedded
It is tamper resistance due to into the original
which an attacker can easily information.
extract the secret information.

[40] The difference LSB The embedded bits into the image | Maximum 0.9 The number of
between the images increases exponentially. bits are pixels
that carry the secret embedded into
message and the the secret
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image without any
hidden messages has
been provided.

image.

[41] Proposed a new feature- The difference ROC (receiver
feature-based based Security of the stego image is between the operating
steganalytic approach | steganalyti | provided using classification original image characteristic) curve
for JPEG images and | c approach | technique. and the cropped | and the value

utilized itas a
standard for
comparing JPEG
steganographic

Formulation and design is simple

image has been
reduced to a
minimum level
and hence the

obtained for the
ROC is
approximately
equal to 0.95.

algorithms and accuracy
evaluate their detection rate is
embedding methods. increased.

I1l. CONCLUSION

Steganography is the process of hiding the secret information. In this paper, a detail description of Steganography
technique is provided followed by different stego-techniques. From the discussion, it has been concluded that LSB is a
spatial domain whereas DCT is a transform domain. DCT technique is more robust against statistical threats as this
technique has high PSNR value. Both techniques are independent to file format. It has also been concluded that Masking
and Filtering schemes are more robust than LSB technique. This is because in these two techniques the information is
hidden in the visible area of the image. Also, LSB is the most commonly used approach in the field of image
Steganography, but the disadvantage of using LSB is that it is less robust and hence the data can be easily affected by the
attack. When steganography used in combination with encryption algorithm it provides higher security. In this paper,
different techniques are used to produce a prototype for hiding secret data bits into RGB pixel values of the cover image
according to the encryption process. From the comparison discussed, it has been concluded that when the classification
technique used with LSB stego approach the detection accuracy has been increased. From the survey it concludes that, if
we use better pixel location in cover image to hide the secret data and to find out the better pixel position, an
optimization technique with a classifier can be used. In the steganography module, classifier is used to find out the better
pixel location according to the secret data pixel values and it is the biggest achievement of this survey.
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