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Abstract: Covert communication is the backbone of intelligence fraternity with the rapid advancement in technology,
newer & innovative methods of covert communication are required QR code is a rapidly emerging technique for
communication of small data such as web links, address, location, any short text or small Images / Logos. QR Code
also provide the advantages of being electronically readable specially through mobile phone camera and mobile
phone has become an indispensible part of modern life, a covert communication system based on QR Code is highly
anticipated. The author has proposed a highly secure QR Code communication system with dual security employing
mixed key Cryptography & attack resistant watermarking techniques. Also the author proposes to test the system with
various types of image attack & their results on recovered QR Codes & their readability on mobile devices.
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I INTRODUCTION

In computer security, a secret channel is a type of attack that creates the ability to move information objects between
processes that are not allowed to communicate by the computer security policy. The term, created in 1973 by Lampson,
was defined as "absolutely non-transferable channels, such as the impact of the service program on system load", to
distinguish it from legitimate channels subject to access controls by COMPUSEC. The secret channel is called hidden
from access control mechanisms for secure operating systems because it does not use legitimate computer data transfer
mechanisms (usually read and write) and therefore cannot be detected or controlled by the security mechanisms that form
the basis of secure operating systems. It is very difficult to install secret channels in real systems, often detected by
monitoring system performance. In addition, they suffer from low signal-to-noise rates and low data rates (typically, at a
few bits per second). They can also be manually removed with a high degree of assurance from secure systems through
well-established secret channel analysis strategies.

Il. OBJECTIVES OF STUDY

[1.] Design and development of an efficient mobile device information exchange system, using mobile LCD/TFT
display.

[2.] The proposed system should be able to take small information such as text weblink etc, & convert it to a pattern on
device screen readable by camera of another device.

[3.] Inc operation of emerging technology & trends such as QR code instead of bar code to exchange as normal without
alerting any observer.

[4.] Enhancing the security of messaging scheme by incorporating state of the art cryptography technologies. Sundering
un authorized reception highly without having pre-shared cryptographic key.

[5.] Improving the efficiency of the system by embedding the secure graphical code in a cover image using linear bit
replacement stegnography.

[6.] The proposed system should be immune to various types of image attacks such as cropping, compression,
tomperment, enhancement etc.

[7.] The proposed system can be optionally aimed of reduction of time & space complexity of existing approach.

1. EXISTING TECHNIQUES

In this article, Key Lock is integrated into the differential shift by multiplying the orthogonal frequency division so that
the data flow can be edited into two-dimensional bar codes. It has been shown that the QPSK-OFDM modification
camera has serious disadvantages in reducing LCD movements as the phase of each component is constantly changing.
On the other hand, the addition of off-DM differential phase modulation to the data stream modification in the adjacent
phase variations (DPSK-OFDM) rapidly reduces the mobility effect due to the gradual change from one element to
another, contributing to the deviation. happens. From the ideal phase of the received signal. [1]

Bad PDF files have become a popular threat in recent years. PDF documents are a very effective attack vector for
cybercriminals. Despite the efforts of software vendors like Adobe, PDF programs often suffer from zero-day attacks. In
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this work, we introduced a new approach based on information and content-based information designed to provide the
most accurate identification of harmful PDF programs. We have also shown that our methodology, with a careful
selection of algorithm learning, is also capable of counteracting theft attacks. Finally, our task, clearly to counter
malware attacks, clearly illustrates the need for safe learning techniques for malware detection. [2]

QR codes are the most popular bar codes that are most useful in all situations. The paper went through two different and
different 2D barcode formats and found that QR codes work well. Color features are now integrated with QR codes to
improve their performance. The use of colors will increase the data rate as well as the complexity of the decoding.
Although bit error rates and therefore information capabilities vary as a result of the three channels, the error rates in
bands are easily processed by the available debugging options for a color bar code. Decryption can be adopted
effectively. Security issues are still an issue. Access to the QR code in the LAN can cause privacy issues. The solution
lies in the developing part. We can go over the classic encryption techniques to solve this. Share DenisView A secure
method has recently been introduced but its details are not yet known. [3]

The cloud security algorithm for cloud computing environments has to use cloud servers for time and memory
constraints during server encryption and decryption. So it's best to encrypt the data stored in cloud servers such as AES,
and then encrypt the secret key with a dual algorithm to share the actions. [4]

The use of QR codes in education is still in its early stages. Planning and preparing the right material to be created in the
QR code is a daunting task for the teacher, especially if we don't know the QR codes. It takes a lot of teacher time to
make sure that everyone in the class knows how to use it. Teachers should consider the teaching aspect of teaching in QR
code design rather than techniques. The focus should be on learners rather than on technology. If not well planned, the
entire lesson will fail to motivate students. [5]

This paper describes the various attacks by using the QR code. Since each technology has its benefits and limitations, QR
codes are also. Because QR codes are gaining popularity, their misuse is increasing day by day. QR codes are commonly
used in ads and payments. Therefore, along with this use, security issues also arise. There are different ways to address
different security issues related to QR codes. Synchronous and ambiguous data markup can also be implemented using
QR codes. [6]

A record number of competitors and participants were registered throughout this year's challenge. User feedback was
critical during the initial stages and in identifying problems with the new recording environment. An important concern
was that the training dataset was too easy or unrepresentative for the entire test groups (see Table 3). The challenge FAQ
has been updated to suggest ways to increase the training package (eg using the MGH / MF database available on
PhysioNet [12]), which has helped some competitors. Most of the top entries use pulse information, which results in a
small advantage of up to 5% in a C model entry that uses only one ECG signal. [7]

In this chapter, we present a necessary and sufficient condition for carpet critical points to exist for a wide range of
straight vector fields. The presence of a critical point allows us to develop a powerful method for detecting critical points
in n dimensions. Moreover, when giving accurate accuracy values, this technique is guaranteed to use the specified
accuracy, so the result can be calculated in a completely uniform manner. In the future, we would like to achieve more in
the category of interpolation functions for which we have shown this result, and identify other interpolation techniques
that fall into this category. We would also like to extend this work to include the critical points classification. [8]

By viewing all the above analysis, it can be said that the product is a system based on a highly efficient GUI. After
finishing the project, we can make sure to overcome the current system problems. The advanced student ID card is
created for the computerized QR student to increase efficiency and reduce error for humans. All records and data are
stored in the Microsoft SQL Server QuickStart Studio database, from which data can be easily deleted and retrieved.
Editing is also flexible because the authority just needs to provide the required information, then print an identity card
with the student’s photo with the real-time video stream and enter a QR code that contains detailed student information
that can be scanned in one second using a smartphone. [9]

Using a QR code marketing strategy, while it is simple, will add value to the company. QR codes provide businesses
with an effective way to advertise their products that cannot be copied to a printed page or billboard. QR codes can
engage customers much better than traditional print ads. Based on the multimedia framework Yes. We can note that the
QR code fits the application of hybrid channel technology. Marketers need to integrate better mobile devices and
networks into the mobile Internet platform to provide an easy and fun experience for a smooth transition from one
network to another. Furthermore, type A communication, which includes a hybrid approach with intensive interaction,
can produce the best results for using a QR code for marketing purposes. Type B should only be used for informational
purposes in High Involvement products, where consumers need more information to make a purchase decision. [10]

In this work, we proposed a new detector for detecting solid boxes (dust, dirt, and stains) that focuses specifically on
providing low alarm rates. The proposed potential approach combines several ongoing initiatives and better conserves
information in ways that utilize the initial bilateral decision. The initial SFD response map has been adapted to provide
consistent reliability values by changing the SDla method. The new collaborative engine is an effective tool for
increasing durability against noise and movie noise. Further, it has a positive effect on the local completion of potential
SFD hoxes. Finally, we apply a set of specially tailored samples to identify areas that are likely to cause false alarms.
These prevention measures are based on analysis of the local motion and image field and provide a strong cushion of
SFD response maps in pathology areas (obstruction, detection, moving edge areas, etc.). A reasonable diagnosis shows
that the proposed FAR detector achieves a much lower error detection rate than the modern SFD detection algorithm.
[11]
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V. METHODOLOGY

System Block Diagram

(A) Transmission block

In this transmission block diagram we can see 1% used secret text message as input then QR code will be generate then
encrypt this QR code then embedded this QR code in the cover image. In this block diagram we can see random seed key
generation is used for generate private key and by using this private key we encrypt QR code. And we can also see we
are input cover image then gray scale conversion & RGB recom position process will be done then QR is embedded
with cover image.

Input secret > Generate QR
text message code
| > Encrypt QR . Embedded QR »
code code in cowver image

2 ,

Gray scale conversion
& RGB recom postion

= -

Random s=sed
key generation

Private key

Input cover image

Fig: 1.1 Transmission Block diagram
(B) Attack Block Diagram
In this block diagram we can see 1% cover image with embedded data then four things do with this that is image crop
attach, noise addition attach, contrast change attach, compassion attach, tomperment attach then degrade cover image
after attach.

—» Image crop attach f——3m

» Noise addition
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embedded data attach image after attach
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attach
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Fig: 1.2 Attack Block diagram
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(C)Reception block
In this block diagram we can see 1% degraded cover image with hidden data then de-watermark embedded QR code then
decrypt QR code with pre-shared private key then we have QR code which is easily read by mobile device.

Degraded cover Dewatemnark

magevith N embedded F——M g;c(r:yozte —  (Roode

hidden data (R code

A

Y

Preshared Read by
private key mobile device

Fig: 1.3 Reception Block diagram

V. RESULTS

In this window we can see the text of secret code that is Hello how are you.
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Fig 5.1 Secret Code
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In this window we can see that QR code is converts into a encrypted code.
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Fig 5.2 Encrypt QR Code
In this window we can see that our input image is sunset site and we can also see gray scale image of this input image.
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Fig.5.3 Gray Scale Image of Input Image
In this window we can see input cover image, grayscale image change and embeded encrypted QR code image.
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Fig.5.4 Embedded Encrypted QR Code
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In this window we can see recover encrypted QR code.
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Fig.5.5 Recover Encrypted QR Code
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this window we can see original image snr, original image nse, recover image snr, recover image nse.
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Fig.5.6 SNR and NSE

In this window we can see recover encrypted QR code and decrypt QR code.
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CONCLUSIONS

The author has proposed a unique & robust method of enhanced QR code covert communication with dual security &
robust detection. As covert communication saves as lifeline for intelligence gathering commonly & counter intelligence
measures are highly evolved latest & innovative techniques are required for enhancing covert communication
capabilities. QR code has rapidly gained popularity for small data exchange via image scanning techniques particularly
through mobile phones & thus has provided a potential medium for covert communications using QR code. Also QR
code being electronically generate able & readable thus enables easy exchange of information through portable devices
without generating any paper trail. The covert QR code security is stepped up by encrypting the QR code employing
mixed key cryptography using a private key. The private key must be pre shared with the receiver so as to enable him to
decoding QR code. The covertness of QR code is further enhanced by employing a attack resistant water marking
technique to hide the QR code into a cover image. As demonstrated by the result the proposed system has been
successfully implemented in MATLAB 2012. Also the proposed system has been subjected to various types of image
attacks & their affect on recovered QR code MSE (Mean Square Error) & SNR (Signal to Noise Ratio) is observed.
Successful recovery of QR code & its decoding & extraction of encoded information is achieved with a minimal loss of
information after various types of attacks employed.

FUTURE SCOPES
The author has demonstrated a reliable secure & robust covert communication technique for mobile device information
interchange. As the technology is rapidly evolving & counter intelligence techniques are advancing there is a requirement
of constant evolution of covert communication techniques. One of the primarily sought improvements would be to secure
the encryption using biometrics as finger print sensing is available in most of the modern mobile phones today. Another
important addition could be addition of QR code itself as a cover image to hide another encrypted QR. Also the proposed
technique can be improved to hide low resolution images or gifs instead of text only.
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