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ABSTRACT: Cloud computing made great impression in the Information Technology (IT) sector. Cloud computing is 

a way to increase adeptness or add aptitudes to energetically add. Recently, the mistreatment of cloud properties to 

increase mobile devices has led to the emergence of a new study area called Mobile Cloud Computing (MCC).This 

survey paper discusses with the rapid development of mobile cloud computing (MCC), In this work, we present a 

survey and taxonomy for MCC architecture, characteristics, and open research issues aim to explore deep research in 

this area. Finally, the characteristics and security needs in MCC are examined. 

 

Keywords: Cloud computing, Mobile Computing, Mobile Cloud Computing, MCC security needs. 

 

I. INTRODUCTION 

 

Cloud Computing delivers a surrounds for reserve sharing in terms of ascendance contexts, middleware’s and request 

expansion stages, and business applications. The process replicas of cloud calculating grasp free substructure facilities 

with value additional stage facilities, subscription-based substructure facilities with supplemental application services, 

and free services for sellers but sharing of revenues generated from shoppers. The time Cloud Computing has been out 

creased in specific ways by forecaster businesses, academics, occupational doctors and IT businesses. Vapors is an 

oversized pool of just operational and available virtualized properties. These properties may be energetically 

reconfigured to normalize to a adjustable load (scale), authorizing furthermore for an best resource operation. 

 
Figure 1: Cloud Computing. 

Cloud computing is the most popular topic in IT business. Google, Amazon, Yahoo and other web service suppliers, 

IBM, Microsoft and another IT sellers have suggest their own cloud computing approach, many intermediate operatives 

are have place an exceptional deal of consideration on cloud calculating, the appallingly low price of cloud computing 

platform develops the key application of the professional.[1] 

In the latest several years, the hardware and software of smart mobile device (SMD) have received the revolutionary 

development. However, the rapid increasing of variety mobile applications (such as natural language translators, image 

processors et al.) require higher computing power, memory, and battery power, and SMD shows low-potential capability 

for the computationally intensive applications. Providentially, the enlargement of mobile cloud computing (MCC) 

delivers software-level solutions for mitigating resource constraints in SMD. MCC is the modern distributed computing 

classical which covers utility subtracting vision of computational mists to SMD and uses the submission dispensation 

facilities of computational clouds for the processing of computationally intensive applications. Nowadays, there are many 

researches for computational offloading. However, many of them are based on the classic distribute computing model. 

review some of computational offloading decisions which include improving performance and saving energy for mobile 

systems. Thus, we focus on the performance of the computational offloading in MCC: the feasibility of making 

offloading decision, the high efficiency of computational offloading framework.[2] 
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II. MOBILE COMPUTING 

 

Mobile Computing is a equipment that permits broadcast of data, video and voice done a computer or several wireless 

allowed scheme deprived of the need to be connected to a fixed physical link. Mobile computing is constructed on a 

group of three key models: software, hardware, and communication, whereby the model of hardware refers to the device 

itself (e.g. smartphone, tablets, PDA and laptop), or their mobile mechanisms. The Software model of mobile computing 

refers to several mobile applications in the devices, including the anti-virus software, games and mobile browser. The 

communication model comprises of the protocols, arrangement of mobile networks, and data delivery in their use. The 

significant increase in the development of mobile devices enables users to carry them around for the purpose of 

communication, directions and access to the Internet. These mobile devices use wireless technologies to connect with the 

world as illustrated in fig. 2. 

 
Figure 2:  Mobile wireless devices used for communication around the world. [3] 

 

III. ARCHITECTURE & CHARACTERISTICS OF MCC 

 

The mobile cloud computing is described as an integration of cloud computing technology with mobile devices [4]. It’s a 

new technology that makes mobile devices get what they need in the cloud. With the generalization of mobile devices, 

MCC will help users obtain information more conveniently. 

 

A. Architecture of MCC  

The wide-ranging construction of MCC is displayed as Fig. 

 
Figure 3 : Architecture of MCC. 

 

 Mobile Network  

The transportable strategies (example, smart phone, iPad, laptop, tablet and so on) are able to be connected to the mobile 

network through satellite, BTSs (Base Transceiver Stations) or access points. The mobile network controls the 

connection of the functional interface between mobile device and network operator. 

 Internet Service 

 The Internet connects mobile network with the cloud. The mobile users can access the cloud to get resources they need 

via internet. Users can get cloud services via 3G or 4G telecom network or wireless connections. 
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 Cloud service  

There are three layers in the service-oriented cloud computing architecture: SaaS (Software as a Service), PaaS (Platform 

as a Service), and IaaS (Infrastructure as a Service). IaaS offers virtualization platforms such as VMs (Virtual Machines). 

Users can get these infrastructure services dynamically according to their requirements. PaaS provides a platform for 

users to build, test and deploy their applications. Users can get software and database in SaaS. 

 

B. Characteristics of MCC 

 MCC is the assimilation of mobile calculating and cloud computing, so it has both appearances of mobile computing and 

cloud calculating.  

 Movability 

In this key distinguishing of mobile calculating. Users can get the jobs done or resources they need at any geographical 

location, like checking emails on a bus or searching resources in KFC.  

 Communication 

Mobile devices like smartphones have a basic function that is to communicate with each other. Besides phoning with 

each other, the social software is another way for users all over the world to communicate with each other. 

 Entertainment 

Nowadays smartphones supporting a variety of applications occupy most of the mobile phone market. People can use 

smart phone to listen to the music, watch movies, play games or whatever for entertainment.  

 Cloud computing 

 Users can obtain cloud resources and services via the internet connection.  

 On-demand self-service  

Operators can be providing calculating competences (server time and system packing) on difficult mechanically. And it 

makes easier to response changes of demands in real time.  

 Resource pooling  

There is a pool full of computing resources provided by cloud service providers. These resources include infrastructure 

and network facilities, and the resource pool provides unprecedented computational capability. [4] 

 Rapid elasticity  

Facilities can be elastically conduct and unconfined in some hand baggage mechanically in relations of users’ difficulties. 

Due to this characteristic, users can develop and deploy the services needed quickly in cloud environment.  

 Virtualization 

 Virtualization is one of the basic equipment. The cloud providers can integrate resources by virtualization in order to 

provisioning dynamically and decreasing cost.  

 Broad network access 

Operators can access cloud via Internet by by means of client stages, like as mobile phones, tablets, workstations and as 

yet. 

 Measured service 

Both providers and users can monitor and control the resource being used. [4] 

 

IV. MCC SECURITY NEEDS 

 

To secure the data one has to identify potential threats and challenges which need to be addressed by implementing the 

appropriate countermeasures. There are many experiments existing in the ground of MCC, with data repetition, 

constancy, restricted scalability, and unreliability, obtain ability of cloud capitals, portability, trust, security and privacy. 

Security in wide-range is related to the significant aspects of confidentiality, integrity and availability. While designing 

secure systems these become the basic building blocks. These significant features of safety, apply to the three broad 

groups of properties which are needed to be protected - data, software and hardware capitals. 

 Confidentiality and Privacy refers to access to protected data only by authorized parties or systems. Improved number 

of celebrations, strategies and requests involved leads to an escalation in the quantity of points of entrance. This gives 

rise to increase in the threat of data compromise. Confidentiality is roughly equivalent to privacy.  

Multi-tenancy The main article of cloud computing is reserve allocation. Numerous features of the properties are shared 

with, memory, plans, networks and statistics. Users are remote at a virtual level, but the hardware is not disconnected. 

Multi-tenancy offerings a number of confidentiality and privacy densities.  

Object reusability is an significant representative of cloud substructures. Returnable objects must be sensibly measured 

else they generate a severe susceptibility.  

Data reminisce indications to disinclined discovery of the isolated data. It is the remaining symbol of statistics that have 

been in some way supposedly erased or detached. Data concealment might be penetrated accidentally due to data recall. 

 Integrity A main aspect of Data Security is reliability. Integrity resources that capitals can be adapted only by 

sanctioned events or in accredited ways and states to data, software and hardware. Statistics Honesty refers to protective 

data from unapproved deletion, alteration or manufacture.  

Authorization is the instrument by which a scheme regulates what level of entrance a specific authentic user should have 

to safe capitals measured by the scheme. Due to the increased number of entities and access points in a cloud 

environment, authorization is crucial in assuring that only authorized entities can interact by data. Accessibility mentions 
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to the assets of a scheme being available and functional upon request by an accredited unit. System accessibility includes 

a systems capability to carry on processes uniform when certain establishments misbehave. The scheme must have the 

ability to remain processes even in the option of a security opening.  

Network security- Altogether data flow over the system wants to be protected in order to avoid leakage of sensitive 

information. This involves the use of resilient network circulation encryption methods such as Protected Socket Layer 

(SSL) then the Transport Layer Security (TLS) for safety.  

Secure Data Communication Channel must retain privacy and integrity of data communicated to and from mobile 

applications.[3] 

V. LITERATURE REVIEW 

 

Khanai, Ret al. [5] in paper, essayists planned a structure where every event encrypts his/her isolated data locally and 

uploads the cryptograph transcripts into the cloud. The cloud then performs most of the processes relating to the 

knowledge procedures over cipher manuscripts without meaningful the original isolated data. By strongly divesting the 

exclusive processes to the cloud calculation and message costs on each party nominal and autonomous to the number of 

contributors. To sustenance supple processes over cipher texts, novelists accept and tailor the BGN (Boneh, Goh, and 

Nissim) “doubly hemimorphic” encryption algorithm for the combined location. 

Sajeeb Saha et al. [6] In this paper, a cloud relocation conclusion making procedure for compute-intensive 

responsibilities has been projected to control the probability of effecting on a cloud server in its place of a mobile device. 

Additionally, the presentations amongst mobile and cloud performances have been examined which show that the task 

conclusion time can be condensed by a issue of 6 to 8 of transportable facility when a mist server is utilized.  

Bowen Zhou et al. [7] This paper recommends a code unburdening context, called mCloud, which contains of 

transportable strategies, nearby cloudlets and community cloud facilities, to advance the concert and obtainability of the 

MCC facilities. The consequence of the moveable device context (e.g. network conditions) on depositing decisions is 

deliberate by suggesting a context-aware divesting decision algorithm pointing to provide code unloading results at 

runtime on selecting wireless medium and appropriate cloud properties for discharging. We also investigate failure 

detection and recovery policies for our mCloud scheme. We explicate in minutiae the design and operation of the 

mCloud prototype structure. We behavior real research on the applied system to evaluate the presentation of the system. 

Results indicate the scheme and embedded decision procedure are talented to deliver decisions on choosing wireless 

intermediate and cloud properties created on dissimilar setting of the moveable strategies, and achieve important decrease 

on style span and dynamism, with the enhanced service obtainability when associated with present discharging schemes. 

Hongxing Li et al. [8] Mobile Edge Computing (MEC) delivers mobile and cloud computing competences within the 

entrance net, and goals to wed the Telco and IT at the mobile network edge. Here I this paper largesse an study on the 

improvement of MEC, and propositions a stage, named WiCloud, to deliver edge interacting, adjacent computing and 

data acquisition for innovative services. Additionally, the open encounters that must be lectured before the profitable 

disposition of MEC are debated. 

Minseok Jang estalish al. [9] There are In this papar a mobile ad hoc cloud for mechanical video investigation scheme 

has been recommended. The automated video surveillance system involves the application of sophisticated image and 

video processing algorithms which require a vast amount of computing and storage resources. To address the issue, 

multiple mobile devices interconnected through a mobile ad hoc network are combined to create a virtual 

supercomputing node called a mobile ad hoc cloud. In order to fulfil real time requirements associated with automated 

video surveillance system, a task allocation scheme has been proposed. Compared to existing schemes, proposed scheme 

focuses on deadline-oriented tasks and energy efficiency. 

 

VI. CONCLUSION 

 

Mobile cloud computing is a significant approach to improve the facilities of real-time applications as it combines cloud 

computing technology and mobile devices. The MCC is able to provide rich mobile computing through seamless 

communication between cloud-mobile users and cloud providers. This paper presents an overview of MCC, focusing on 

its architecture. The most challenging aspects in MCC are guaranteeing user privacy and the provision of mobile 

application security that uses cloud resources. 
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